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Introduction

A long-standing demand of the software security industry has been the 

ability to create a secure environment within insecure, logically and 

physically open computers.  A secure environment would allow the 

execution of arbitrary program code without revealing the processed 

data and the program code’s semantics. 

Syncrosoft’s MCFACT™ technology fulfills this demand.

Product Overview

MCFACT is a security technology specifically designed for the protection 

of software program code and data. Software, protected with MCFACT, 

can be deployed on untrusted hosts and in hostile environments. 

MCFACT safeguards proprietary algorithms, DRM implementations and 

Conditional Access policies. 

MCFACT-protected program code is able to process encrypted data 

without the need to decrypt the data ever. Neither the protected 

program code, nor the protected data are decrypted before, during or 

after execution or processing.

Syncrosoft MCFACT makes protected software applications resistant 

against debugging, reverse-engineering, analysis, illegal re-use and 

tampering.

Proven Security

Syncrosoft’s MCFACT technology is deployed on hundred thousands of 

PCs and has never been cracked since the launch of the technology in 

the year 2000.

Targeted Customers

Syncrosoft MCFACT is designed for companies, who are actively 

developing security solutions or are in need for robust security technology 

for the protection of software and data. 

Software is 
vulnerable to 
security attacks. 

MCFACT adds 
robustness to 
program code and 
is able to process 
encrypted data 
without the need 
to decrypt the 
data ever.
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Application Areas

Data Protection

• Protection of valuable and crucial data during processing and storage, e.g. encryption 

keys, passwords, IDs, banking data, high scores, etc.

• Keeping constant values in the program code permanently secret, for example 

encryption keys, IDs, limitation counters, etc.

Program Code Protection

• Protection of applications that run in hostile environments, for instance DRM and 

Conditional Access systems, banking applications, security applications, games, etc.

• Prevention of illegal program code re-uses, e.g. theft of valuable algorithms, etc.

• Prevention of malicious program code injection, for instance done by patches, viruses, 

etc. 

• Ensuring of program code integrity, for example in DRM systems, security applications, 

games, etc.

• Entangling of different program functionalities, e.g. DRM functionality and media player 

functionality, etc.

Security Hardware Emulation and Extension

• MCFACT protected program code may implement a secure processing environment. 

• Software emulation of security hardware, e.g. dongles, security tokens, smart-cards, etc.

• Implementing a flexible software layer around a security hardware to extend the 

functionality of the hardware.

Software Copy Protection

• Binding of software to security hardware like dongles, security tokens, smart-cards, 

DSPs and ASICs, etc.

• Linking of software to a DRM system that runs on a remote server.
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Security Features

• Program code and data are always kept encrypted. Neither the protected program code, 

nor the protected data are decrypted before, during or after execution or processing.

• It is impossible to reverse-engineer encrypted program code, and the debugging of 

encrypted data does not reveal any usable information.

• A block of protected program code is designed to interact with a defined set of other 

program code blocks only. 

• Program code can be generated in a specific way so that data are forced to step through 

the program code in a certain order. Tampering of program code leads to a program 

malfunction.

• MCFACT transforms the actual program code and data of an application. MCFACT does 

not rely on the protection of superfluous code or libraries, which could be circumvented 

or removed. 

• MCFACT-protected program code itself serves as a watermark, enabling to identify and 

prove its origins. 

MCFACT is not Obfuscation

MCFACT is not a program code obfuscation method. MCFACT is based on!the hard 
mathematical problem of decomposing large finite automata. Obfuscation methods are not 
based on a hard mathematical!problem. MCFACT can provide long-term, real security for 
program code and data, which are requiring the highest level of protection.

Other Key Features

• Fundamental attributes of the protected program code, like security level, execution 

speed and memory allocation can be tuned to meet specific requirements.

• MCFACT supports all major PC platforms, including operating systems like Microsoft 

Windows 2000, XP,  Vista and Mac OS X.

• MCFACT supports the ANSI C and C++ programming languages for all major PC 

platforms.

• MCFACT is transparent to end-users and does not require the installation of additional 

software modules.



Syncosoft - The Company

Syncrosoft, founded in Hamburg/Germany in 1991, develops and markets 
superior crypto and security solutions used for IP- and software copy-
protection. 

Syncrosoft targets international markets, and successfully supplies its 
patented technologies to customers in the software, digital content and 
security solutions industry in Europe, USA and Japan.

MCFACT Hardware Link

MCFACT has been designed to link program code with a specific security 
hardware. The security of the MCFACT hardware link is based on a hard 
mathematical problem. Linking program code with a security hardware is 
the basis for software copy protection. 

In general, the MCFACT hardware link can be implemented with any 
programmable micro controller. The highest level of security is achieved 
with hardware that has tamper-resistant properties, e.g. a smart-card.

Instead of using a security hardware, the MCFACT hardware link can also 
be implemented using a remote server.
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MCFACT Suite

The Syncrosoft MCFACT Suite provides the tools, documentation and 
developer support required for the protection of software with MCFACT.

For more information about Syncrosoft’s MCFACT technology and other 
Syncrosoft products, please visit our website or send an e-mail to 
contact@syncrosoft.com
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